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(54) COMMUNICATION UNIT AND ITS COMMUNICATION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a communication 
unit that can realize protection of copyright in the case of 
transmitting data from a home network to a public network and 
to provide its communication method. 

SOLUTION: The communication unit interconnects a public 
network 16 such as the Internet and a home network 14 such as 
a network in compliance with the IEEE 1394. This 
communication unit consists of a 1st authentication/key 
exchange processing section 243 that performs 
authentication/key exchange with a reproduction terminal 20 
connected to the public network 16, a 2nd authentication/key 
exchange processing section 261 that performs authentication/ 
key exchange with a server 18 connected to the home network 
14, a transmission section 22 that transmits AV data that are encrypted for copyright protection and 
obtained from the server 18 to the reproduction terminal 20, and a user authentication processing 
section 242 that authenticates a user of the reproduction terminal 20 and rejects communication 
with the reproduction terminal 20 when the user cannot be authenticated. 
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Detailed Descriptions of the Invention: 



[0014] Fig. 1 is a block diagram illustrating an overall configuration of a network system provided 
with a communication unit according to an embodiment of the present invention. As illustrated in 
Fig. 1, a communication unit 10 according to the embodiment of the present invention is connected 
between a home network 14 installed in a home 12 and configured using IEEE 1394 or the like and 
a public network 16 provided outside the home 12 and configured of the Internet or the like. The 
home network 14 is connected with a server 18 storing various types of AV data. The AV data 
stored in the server 18 is transmitted from the home network 14 to the public network 16 through 
the communication unit 10. The public network 16 is connected with a reproduction terminal 20 
capable of reproducing AV data. The reproduction terminal 20 receives the AV data transmitted 
from the communication unit 10 through the public network 16. Then, the reproduction terminal 20 
reproduces the received AV data. 



[0037] (1 1) In step SI 12 in Fig. 3, the communication unit 10 encrypts the AV data converted into 
MPEG-4 symbol again using a second encryption key K2 (step S212 in Fig. 5). The AV data is a 
content having encryption control information "No More Copy" originally written therein. That is 
to say, copy or recording prohibited data should be transmitted in such a form as to allow 
prevention of recording and copying also in retransmission of such data. Thus, even after being 
changed, the AV data has ''No More Copy" written therein. The reason that such re-encryption is 
executed after steps S102 to S105 in Fig. 3 is that a user of the reproduction terminal 20 is much 
anticipated to be a proper user based on first input of a password and thus it becomes obvious that 
subsequent procedures are the ones for private enjoyment of the user. 

[0038] (12) In step S113 in Fig. 3, the communication unit 10 transmits re-encrypted AV data 
(MPEG-4 data) to the reproduction terminal 20 through the Internet 16 (step S213 in Fig. 5). RTF 
is utilized as a transfer protocol. Besides, the re-encrypted AV data has encryption control 
information "No More Copy" written therein, as described above. This prevents the received AV 
data from being improperly accumulated by the reproduction terminal 20. 

[0039] (13) In step SI 14 in Fig. 3, the reproduction terminal 20 which receives the re-encrypted AV 
data (MPEG-4 data) recognizes that authentication and key exchange are required from the fact that 
the AV data are encrypted. Then, the reproduction terminal 20 executes authentication and key 
exchange with the communication unit 10. The authentication and key exchange allow the 
reproduction terminal 20 to acquire a second decryption key required for decryption of the re- 
encrypted AV data. For example, when an encryption technique to be utilized is a common key 
encryption, the second decryption key is the same as the second encryption key K2. 
Communication between the reproduction terminal 20 and the communication unit 10 is executed in 
a form of a TCP packet, for example. 

[0040] Here, it is preferable that the communication unit 10, upon reception of a request for 
authentication and key exchange from the reproduction terminal 20 (step S215 in Fig. 5), verifies 
whether or not a user of the reproduction terminal 20 is a person who is determined to be a proper 
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user through the user authentication in steps S102toS105in Fig. 3 (step S2 1 5 in Fig. 5). This is 
because contents may be transmitted to an indefinite number of persons tlu ough the Internet 16 if 
the user is not a proper user, which is against a principle that "time shift, processing or the like are 
allowed for only personal use". Step S215 in Fig. 5 allows such a trouble to be prevented in 
advance. When the user is improper (NO in step S215 in Fig. 5), the communication unit 10 
immediately cuts off a link connected to the reproduction terminal 20 (step S204 in Fig. 5). 
[0041] In this way, the reproduction terminal 20 of a proper user allows acquirement of the second 
decryption key K2 without being known to others, thereby to decrypt the received re-encrypted AV 
data. As described above, however, as the AV data has "No More Copy" written therein, the 
reproduction terminal 20 cannot accumulate/copy the AV data. The reproduction terminal 20 can 
only decode/display the AV data at that time. 

[0042] As described above, in transmitting AV data including a channel crop or of a work itself 
acquired on a home network to a public network, the embodiment of the present invention provides 
secure protection for a work imder the copyright law. 
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